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 The amount of data rapidly increases every year. Hence, there is a need for a new 

generation of techniques and tools to assist humans in storing and to share these 

voluminous amounts of data with others securely. Data sharing is an important 

functionality in cloud storage besides the convenience of not having to buy software 

programs and install them on your own servers, using cloud applications instead can be 
cheaper. Public-key cryptosystems that produce constant-size ciphertexts that provides 

efficient delegation to decrypt any set of ciphertexts provided with a secure key for 

authorized users. The originality is that one can aggregate any set of secret keys and 
make them as compact as a single key, which includes the power of all the keys being 

aggregated. The secret key holder can use a constant-size aggregate key for flexible 

choices of ciphertext set in cloud storage, but the other files that are encrypted outside 
the ciphertext set remain confidential. This aggregate key can be conveniently sent to 

others or be stored in a smart card which has a very limited storage as the key size is 

constant. 
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INTRODUCTION 

  

 Cloud computing has begun to emerge as a hotspot in both industry and academics. It represents a business 

model and computing paradigm that enables on-demand provisioning of computational and storage resources. 

Data sharing is an important functionality in cloud storage. For example, bloggers can allow their friends to 

view a subset of their private pictures, an enterprise may grant her employees to access only a portion of their 

data that are sensitive. The users can download the encrypted data from the cloud storage, decrypt them, and can 

share it with other members in the group. Users should be able to provide the access rights to the files that are 

shared with others so that they can access these files from the cloud server directly. 

 Security and privacy concerns should be considered while transferring to public cloud. Computing involves 

a transfer of responsibility and control to the cloud provider over information as well as system components that 

were previously under the organization’s direct control. The transition is usually carried out by loss of direct 

control over the management of operations and also a loss of influence over decisions made about the 

computing environment. Cloud performs the entire complex task whose processing power is high. 

 Cloud computing represents a very dynamic area with new suppliers and new offerings arriving all the time. 

One possible solution to keep your data safe and secure, is to encrypt it before storing it in cloud. Encryption is 

the process of making your files unreadable with an encryption key so that even if somebody gains access to 

your files, they cannot read the original content unless they are provided with a key. Data may be encrypted to 

make it difficult for someone to steal the information. Some companies store their data in cloud by encrypting it 

for security purpose and also to do complex task by utilizing cloud resources. If this data needs to be viewable, 

it may require decryption. While there are currently a variety of cloud storage services out they were preceded 

by a dedicated data sharing services, whose motivation was to permit people to upload and download files that 

were too large to send via email. 

 

Related Work: 

 Many literatures are available on data sharing and cloud storage. Among them, B. Wang et al (2013) 

described  that cloud computing is widely used in business enterprises for utilizing resources and performing 
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complex task in cloud but data management and the services they provide may not be fully trusted and data 

integrity, privacy and confidentiality are of major concern. The trusted third party (TTP) verifies the integrity of 

data stored in cloud on behalf of the client or the user. However, TTP cannot be fully trusted.  

 G. Ateniese et al (2012) proposed that time has to be bounded while encrypting a file for a set of classes 

which contains a large dataset. A hierarchy of classes is present for delivering the keys to a user. When a parent 

key of that hierarchy is given then those users have access to all the files that are present in the hierarchy. But, 

this scheme is not suitable when a user request files from different branches of a tree the keys to be generated 

increases simultaneously.  

 M.J. Atallah et al (2009) addressed the problem of access control policies where only authorized users who 

satisfy the specific attributes alone will be given access to read or write a file. This constraint will be checked by 

the Cloud Service Provider (CSP). Because, checking these task manually will be time consuming so cloud 

resources are used to achieve this. Only if the users attribute matches with the attribute which the CSP have, the 

key for decryption will be provided. This makes the key management task quite simple. It also follows a tree 

based approach for deriving the keys for the users. To enhance security, Re-encryption can take place which 

assures the user that their files will be stored securely in cloud.  

 V. Goyal et al (2006) proposed that when sensitive data are to be stored in cloud, the possible way is to 

encrypt the file before storing it in the cloud. The encryption could be done in two levels one is the fine grained 

approach other one is the coarse grained approach. In fine grained approach, each and every page will be 

encrypted separately whereas in coarse grained approach, the whole document will be encrypted only once. Fine 

grained approaches are considered to be more secure but it is time consuming. a new cryptosystem that is used 

in fine grained approach is the Key-Policy Attribute-Based Encryption (KP-ABE).in this system, the ciphertext 

are marked with the attributes and private keys only if that constraints are satisfied the user will be able to 

decrypt it. 

 

System Architecture: 

 The architecture of the system proposed in this paper is shown in Fig1. It consists of three major modules 

they are encrypting the data, encrypting the password and decrypting and downloading the respective file. 

Initially users register their details with the cloud with the generated password they can login again and upload 

their files. The uploaded files are encrypted before being stored in the cloud because cloud being a public 

network there is a possibility that third parties can intrude. Files can be shared with anyone in the group. The 

user generated passwords are encrypted with a salt byte before storing in the cloud. It prevents from 

unauthorized persons hacking the password of the user or changing the content of the file. Once the files are 

shared with other users an aggregated key will be send to the receiver with which he can download all the files 

that has been shared with him.  

 
Fig. 1: System Architecture. 

 

 Cloud allows the creation of Users in order to provide different levels of access to the Shares that are 

present on the drive at any given time. User Management includes a host of administrative tools to help contract 

administrators manage and control user access to benefits. In this module the new user register their details to be 

a member of the Cloud server and they mention about the scheme they choose regarding the storage of their data 

either as an individual or Organization. A registered user is an individual who has been assigned to a product 

and the cloud services associated to that product. Handling user uploaded images on your website can be a time 

consuming task. In this module the user uploads his file and the data are stored in the database based on the 

scheme the user chooses during the registration. if images are uploaded directly to the cloud servers, it requires 

some heavy  processing, and storage space. One way to do all these computation is to transfer them to cloud 

storage.  A smarter option is to enable uploading of images directly from users' browsers to the cloud.  

 Encryption is the process of encoding messages or information in such a way that only authorized parties 

can read it. Encryption by itself is not secure, but it denies the message content to the attacker. The uploaded 
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files are encrypted before being stored in the cloud. Jelastic is a public network so there is a possibility that is 

secret files may be corrupted or leaked. So mainly for security purpose we encrypt all are file before uploading 

it. 

 Single key which includes the power of all the aggregated keys-KAC(key aggregate cryptosystem). One 

can aggregate any set of secret keys and make them as compact as a single key, but includes the power of all the 

keys being aggregated. This compact aggregate key can be conveniently sent to others or be stored in a smart 

card with very limited secure storage.  

 Once the data gets encrypted, the key value will be sent to user’s mail id. Even when the files are shared 

with other users in the group, the secret key will be mailed to that particular user. So the receiver can download 

the file from the Cloud Server by giving the key values that was mailed to them. Even if multiple files are 

shared the key for downloading all those files will be a single constant size key an aggregate key that will 

reduce the overhead of the user considerably. 

 

Key Aggregate Cryptosystem Algorithm: 

 In this paper, we proposed a new model called Key Aggregate Cryptosystem Algorithm (KACA) which is 

the combination of secured user access with a single aggregate key generation. In this model, when more than 

one file is chosen to share with other members in a group, a single aggregate key which includes the power of 

all keys is generated. This aggregate key is of constant size and it is securely sent to the user via email. 

  

4.1 Need for aggregate key and cloud: 

 Data sharing is the most important factor to be considered in cloud storage. Using storage alone in cloud is 

not an efficient method. Resources present in the cloud can be used to do complex task easily which is not 

suitable with the local server installed in our system. Highly efficient if the data stored by owner is of the order 

of hundreds of gigabytes and the computing power of User is very small Cloud can also convert the complex 

task into simpler ones by partially decrypting it for authorized users. 

 Considering about the complexity of decrypting each and every file with a unique key increases the 

complexity when thousands of files are being shared with a user at a time. So to overcome such difficulties, a 

single aggregate of constant size is needed which reduces the overhead of the receiver while decrypting such 

files. 

 

4.2 Algorithm for aggregate key generation:  

Step 1: Key Generation 

Step 1.1 Choose two large prime numbers p and q randomly and independently of each other such that 

. This property is assured if both primes are of equal length. 

      Step 1.2 Compute n=pq and  

Step 1.3 Select random integers  

Step 1.4 Ensure n divides the order of g by checking the existence of the following modular multiplicative 

inverse: . 

Where function L is defined as  

The public (Encryption) key is  

The private (Decryption) key is  

If p,q of equivalent length are used, a simpler variant of the above key generation steps would be to 

set  and . 

Where  

Step 2: Encryption 

Let m be a message to be encrypted where . 

Select random r where  

Compute ciphertext as:  

Step 3: Decryption 

Let c be the ciphertext to be decrypted, where  

Compute the plaintext message as:  

 

4.3 Process of generating aggregate key: 

 In this phase, KAC Algorithm is used to generate an aggregate key which is of constant size that is 

generated when more than one file is shared with other users in the group. This is deployed in public Cloud 
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Jelastic where the resources and servers are utilized that is available in the cloud. Homomorphic encryption is a 

form of encryption which allows specific types of computations to be carried out on ciphertext which is the 

output of encryption. Certain computations are to be taken place to decrypt the ciphertext which gives back the 

original plain text. The Paillier cryptosystem is a probabilistic asymmetric algorithm for public key 

cryptography and the algorithm works as follows. 

 
Fig. 2: Key Generation Process. 

 

 Key generation: client will generate pair of keys public key pk and secret key sk for encryption of plaintext.  

 Encryption: Using secret key sk client can encrypt the plain text PT and generate Esk(PT) and along with 

public key pk this cipher text CT will be sent to the cloud. 

 Evaluation: Server has a function f for doing evaluation of cipher text CT and performed this as per the 

required function using pk. 

 Decryption: Generated Eval(f(PT)) will be decrypted by client using its sk and it gets the original result. 

Homomorphic Encryption H is a set of four functions as shown in Figure 3.3 

 In this module the aggregate key is generated. Single key which includes the power of all the aggregated 

keys- KAC (key aggregate cryptosystem). 

 

Performance Analysis: 

 In this section, we discuss about the performance analysis of our proposed algorithm used in third parity 

auditor access control system with other existing algorithms. The proposed and existing algorithms have been 

implemented in JAVA for measuring the actual computation time to perform access control with and without 

constraint operations. In order to measure the actual computation time taken for performing the constraint 

operation, we have used various numbers of CPUs, Memory in the server side. Similarly, the same number of 

hardware components is used in the cloud service provider side also for measuring the computation time.  

 The performance analysis of our proposed algorithm used in KAC with other existing algorithms is based 

on the number of keys to be issued. The proposed and existing algorithms have been implemented in JAVA for 

measuring the number of keys to be granted when the number of files to be shared increases. 

 The performance of this paper is analyzed by giving different type of files such as pdf,doc,ppt extensions 

and so on. The KAC performance is analyzed only when multiple files are shared with authorized users. When 

multiple files are shared with users a single aggregate key is generated which reduces the complexity of 

decrypting thousands of files separately. This single key holds the power of decrypting any such files shared 

with him in a group. 

 Consider a tree based system where the number of keys to be generated for decryption increases initially to 

some point and later decreases. It is mainly based on the delegation ratio which is the ratio between delegated 

ciphertext class and the total number of classes present in a tree. 

 
Table 1: Keys to be granted for Different Delegation Ratios and Tree Heights. 

Delegation ratio 
(r) 

Height of tree 
(h) 

 

16 18 20 

0.1 6224 24895 99590 

0.2 11772 47076 188322 

0.3 16579 66312 265254 

0.4 20545 82187 328749 

0.5 23520 94078 376317 

0.6 25263 101052 404205 

0.7 25400 101594 406385 

0.8 23252 93025 372085 

0.9 17334 69337 277343 

0.98 11670 46628 186725 
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 Table 1. Shows values of delegation ratio for trees of different heights. This value increases to some extent 

and decreases later. but in our approach which has been proposed in this paper always includes a single constant 

size aggregate key for decryption. 

 
 

Fig. 3: Comparisons with other Methods. 

 

 Fig.3  shows the graphical representation which compares our system with the existing tree based and one 

to one key generation system. From the graph it is clear that our system holds good and it is efficient to decrypt 

any number of files that has been shared with the authorized users who belong to the same group. 

 

Conclusion: 

 In this work, Multiple files can be encrypted and shared easily with any user in the cloud where a single 

aggregate key generation is enough to decrypt and download it. The key generated includes the power of all the 

keys being aggregated. The aggregate key is a constant size key so that it can be shared with any authorized 

users easily it can even be transferred via e-mail or via SMS. The fact is that, in one to one method where the 

number of files shared is equal to the number of keys generated to decrypt. The complexity increases to greater 

extent. In tree based approach, the number of keys depends on the delegation ratio which increases initially and 

decreases after some time whereas in our approach whatever be the number of files to be shared it will always 

generate a constant size key which decreases the overhead as the only a single key is generated. Certificateless 

encryption without using pairing operations can be used where two keys are used for decryption. Private keys 

are not stored in the cloud which enhances the security to a better extent.   
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